[Tpunoxenne

Wndopmanmonnas naMsaTKa U151 HECOBEPIIEHHONIETHMX 110 BOIIpOCaMm
KuGepbesonacnocry B cetu « UuTeprer»

KomnsiorepHbid BUpYChI

KommbiorepHbiii BUpYC - 9TO PasHOBMAHOCTb KOMITBIOTEPHBIX nporpamm,
OTIMYUTENILHOM OCOGEHHOCTBIO KOTOPOJ SB/ISETCS CIIOCOGHOCTD K Pa3MHOKEHMIO
(kommpoBanuio). B pononHeHue K I3TOMy, BMPYCHI MOryT MOBPEeAUTE MM
NOJHOCTBIO YHUYTOXMTD BCe (aiibl ¥ JaHHbIE, OAKOHTPOMbHBIE MO/Ib30BATeNI0,
OT MMeHM KOTOPOro Oblna 3anmylleHa 3apaXeHHas NporpaMma, a TaKxe MoBpeIuTs
WM AaXKe YHMYTOXMTb ONepauMoOHHYIO cucTemy co Bcemu dainamyu B uesiom. B
BOJIBIIMHCTBE C/Ty4aeB pacnpPOCTPAHSIOTCH BUPYChI Yepe3 MHTepHerT.

MeToabi 3aIMThI OT BPEAOHOCHBIX IIPOrpaMm:

I.  Hcnonpayit coBpeMeHHbie OMNEPaUMOHHBIE CHCTEMbI, WMEIOLINE
CepLe3HbIM YPOBEHb 3alUMThI OT BPEAOHOCHBIX NTPOrpaMm;

2. TlocrosnHHO ycraHaBauBai natuy (UMQPOBbIE 3anNaTKM, KOTOPbie
aBTOMAaTHYeCKH YCTAaHABIMBAIOTCSA C UENbIO A0PabOTKM NMpPOrpaMmbl) M Apyrue
OOHOBNEHUS CBOeH OnepauMoHHOM cucremsl. CraumBan ux TOMBKO  C
opuumanbHoro caura paspaborumka OC. Ewm cymecrsyer pexum
aBTOMaTUYECKOro ODHOBNCHMS, BKIIOYM €ro;

3.  Paborait Ha CBOeM KOMMbIOTEpe MOA MpaBaMy MO/NL3OBATENA, a He
agMMHMCTpATOpa. 3TO HE MO3BOAMT OONBIUMHCTBY BPEAOHOCHBIX MpOrpamMm
MHCTUIMPOBATHCS HA TBOEM MMEPCOHATBHOM KOMITbIOTEpE; :

4. Mcnonbayit aHTMBUPYCHbIE NpOrpaMMHbIE TPOAYKTHI M3BECTHLIX
NPOM3BOAMTENEH, C aBTOMATHYECKUM OOHOBNIeHKueM Ba3;

5.  Orpannub ¢u3MuecKuit AOCTYN K KOMIBIOTEPY WIS MOCTOPOHHIMX
T,

6. Ucnonpsyh BHewHMe Hocurenu mHPopmaimm, Takue Kak (reluka,
auck mwn dainn 3 MurepHera, T0/1bKO M3 NPOBEPEHHbIX MCTOYHUKOB;

v He ortkpbiBait KoMnbioTepHbie (aibl, NONyYeHHbIe M3 HEeHAAEKHbIX
mcrouHmnkos. Jaxe te daiiibl, KOTOPbIE NPUCAAN TBOM 3HaKOMbI. JIyuwe yToumu
Y Hero, o'.rnpaamn 1 OH Tebe ux.

Ceru Wi-Fi
C nomouwio Wi-Fi MOXHO nosyunTh OGecriaTHbI MHTEPHeT-ZOCTyn B
0611IeCTBEHHbIX MecTax: Kade, OTensx, TOProeeiX UEHTpax u asponoprax. Tax e
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cuuTaloT, yto obwenocrynusie Wi-Fi cery se ABNAOTCA Ge3onacHuIMu.

Cosersl no 6esonacuocTy paGorer B obmenocTynHbIx cersax Wi-Fi

. He nepenasait csoio TMYHYIO MHPOPMAUMIO yepes obuenocTynubie
Wi-Fi cetn. Pa6oras s HUX, KeJaTeJbHO He BBOAUTH Napo/m JOCTyna, JOrmHb! i
KaKue-1o Homepa; «

2. Hcnonssyit u o6HOBSI AHTHBUDYCHBIE NMPOrpaMms! y 6panamaysp.
Tem cambiM Tb1 06e30macuius cebs OT 3aKaYKy BMpYCa Ha TBOe YCTPOMCTBO;

3. Tlpn ucnomssosanmn Wi-Fi orkmoun dyHkwo «O6upis ROCTYN K
daitnam u npunTepam». JlanHas Gyukums 33KpbITa NO YMOMYAHMIO, OAHAKO
HEKOTOPbIE NONB30BaTeNH AKTUBUPYIOT €6 IS YAO6CTBA MCNOAB30BAHUS B pabore
Wi yuebe;

4, He ucnomwayit ny6nuuusni Wi-Fi AJIA TIePeNayn IMYHBIX AaHHBIX,
HANpHMeD, U1 BbIXOAA B COLMATBHBIC COTH MM B 3MEKTPOHHYIO MOYTY;

5. HUcnoms3yit Tonsko saummennoe coeanHenue yepes HTTPS, a we
HTTP, t.e. npu Habope Be6-aapeca BBOAM MMEHHO «https://»;

6. B mobunsHom Tenedone otkmoun bynkumio «IMoakmouenye k Wi-Fi
asTomatuyecku». He nonyckaii asromatuyeckoro MOAKIIOYEHHST YCTPOMCTBA K
ceram Wi-Fi 6e3 teoero cornacus.

Coumansubie ceru

Coupanchas cets - aro caiir, KOTODbIH IPeAOCTaBIACT BO3MONHOCTD
MHOMsIM OCYLIeCTB/ATL obLIeHne Mexay coboii B HHTepHeTe. Yawe Bcero B Hux
AJIL KOKAOro 4esioBeKa BbIAENAETCH CBOS JIMYHAs crpauuq‘xa, Ha KOTOpO# OH
YKasbiBaer 0 ceGe pasnmMynyio MHOOPMAUMIO, HAYMHA OT MMEHM, daminy u
3aKaHuMBas M4HbIMK PorTorpadusamu. Muorne nons3osateny He MOHMMAIOT, 4TO
uHGOPMaLMs, pasMelLeHHas UMH B COLMANBHBIX CETAX, MOXKET ObITh Haliena i
MCMIOb30BAHA KeM YrOAHO, B TOM uYMCIe He OBA3aTeNbLHO C Gnarumu
HaMepeHuIMu.,

Ocnosubie coBeTs! no GesonacHocTy B COLMAIBHBIX COTHX:

. Orpannup crnmcoxk apyseir. V tebs B ApPY3bSX He HOMKHO ObITh

CTYHaHHbIX ¥ HE3HAKOMBIX JIFOMEI;

2.  3ammmai CBOK YaCTHYIO XM3Hb. He YKa3biBau napom, tenegomsi,
aapeca, AaTy TBOEro POXAECHUSA H APYTYIO IMYHYIO MHOOPMALIO. 310YMBILICHH UK
MOIYT MCIO/b30BaTh fAaxke MHPOPMALMIO O TOM, KaK Thi M TBOM . poaureny
NIaHMpYeTe NPOBECTH KaHUKY /b,

3. 3aupnuait cBOIO penyTaumio - AEpXM ee B YMCTOTe M 3anaBait cebe
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BONPOC: XOTeN Obl Thl, YTOOLI APYTMe MOMb30OBATENM BUOENM, YTO Thi 3arpyxaeiis’
Topymait, npesxze uem YTO-TO OMYBAHKOBATS, HANMCATS H 3arpy3uTs:

4. Ecam Thi roBopuiitb € MOABMU, KOTOPhIX He 3Haelllb, He UCTIONb3YH CBOE
PeaIbHOe “Ms M APYryi0 JMYHYI0 MH(OPMaumu: ums, mecro JKUTENbCTBA, MECTo
yuebbl 1 npoyee;

5. MWsberaix pasmeruenys ororpaduit 8 Mureprere, rae o u3obpaxeH Ha
MECTHOCTH, 110 KOTOPO# MOXKHO ONPEAENHTD TBOE MECTONONOKEHHE;

6. Ilpu perucTpaumm B COUMANBHONA CETH HEOBXOMMMO MCIIOMBIOBATS
CNIOXKHbI€ Maposy, cocTosiupse 3 6YKB ¥ LMPP M C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Jlns coumanbHOM CeTH, NOYTHI M APYIMX CaifToB HeobxoaMMo
MCNONB30BaTh pasHeie naposn. Toraa ecau Tebs B3OMAIOT, TO 3OYMBILTEHHUK

MOTYYaT AOCTYI TOABKO K OHOMY MECTY, a He BO BCe Cpasy.

D1eKTPOHHbIE ACHbI'H

ONeKTPOHHBIE JEHbIM — 3TO OYeHb YAOGHBIN Crocob naaTexen, OLHaKO
CYLIECTBYIOT MOLUEHHMKM, KOTOPbIE XOTAT IMONYYUTH ITH AEHBIM.

ONIeKTPOHHbIE JeHbIM MOSBWIMCH COBCeM HEJABHO M MMEHHO M3-3a 3TOrO BO
MHOIMX roCyAapCcTBax A0 CHX NOP He NPONMCAHO NMPO HUX B 3aKOHAX.

B Poccuu xe ony GyHKUMOHMPYIOT M O HMX YIKe ITPONMCAHO B 3aKOHe, rae mx
PasaenaioT Ha HeCKOJIbKO BUIOB - aHOHMMHbIE M He aHOHMMHBIE. PasHuua B ToM, 4TO
dHOHMMHBIE - 3TO Te, B KOTOPBIX paspellaeTcs NPOBOAMTH onepauun 6es
uaeHTHOUKaUMK NOAB30BaTeNd, 8 B HE AHOHMMHDIX MAEHTH(UKAUMK NONB30BATES
ABASETCA 06A3aTe/ILHOM.

Takxke cnemyer pasnuuaTe 3/MEKTPOHHbIE (MATHBIE MeHbrM  (paBHbi
FOCYapCTBEHHbIM BaJIOTaM) M 3/EKTPOHHbIE HeduaTHble AeHbru (He paBHbI
rocy1apCTBeHHbIM BaMIOTaM).

OcnoBHBIe coBeTbI 110 6e30MacHOl paboTe ¢ 3MEKTPOHHBIMM ACHBIAMM:

I. Tlpusskn K cyery MoOGuabHBIN TenepoH. D10 camblif YAOGHBLIA 1
BBICTPBI CNOCO6 BOCCTAHOBUTH AOCTYN K cyety. [IpuBsasanubii Tenedon nomoxer,
ecnu 3abyzewib CBOM IUIATEXKHbIM MApOJib MAM 3aiiellb Ha CalT C He3HAKOMOrc
YCTPOWCTBA;

2.  Hcnomssyi opuopazosbie maponu. [locie nepexoma Ha ycuneHwyio
apropusaumio Tebe yxe He Oyaer yrpoxarb ONacHOCTb KPaXM MAM nepexsara
NIATeXKHOTP Napons; :

3. Bnibepu cnoxubii napons. IlpectynHukam 6Gymer He npocro yraaars
CNOXHBI naposb. HanexxHbie naposm — 37O NMapoau, KOTOPLIE COAepKar He MeHee 8
3HaKOB M BKJIIOYAIOT B CeOf CTPOYHbIE M NMPONMCHbIE GYKBbI, UMPPHI ¥ HECKOJILKO
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CMMBOJIOB, TaKue KakK 3HaK ao/wiapa, (yHTa, BOCKIMUATENBHBIM 3HAK M T.N.
Hanpumep, StROng!;;
4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CAMTAX, KOTOPLIM HE NOBEpSeILb.

DJIeKTPOHHAS MOYTa
DNeKTPOHHAs MOYTa — 3TO TeXHOJMOTMA UM NpPeNoCTaB/isSeMble el yCIyry 1o

Nnepechbulke U MONYHYEHHMIO NEKTPOHHLIX COOBLIEHMN, KOTOpbIe Pacnpefensiiorcs B
KOMNbIOTePHOM ceT. OObIYHO 9IeKTPOHHBIA MOYTOBBIM  SIUMK  BBIT/IAAMT
cneayiommM obpazom: MMs_TOIb30BaTe@uMs_oMeHa. Takxe Kpome nepejat
MPOCTOrO TeKCTa, UMEeTCs BOIMOXKHOCTD nepeaasarts daibl.

OcHoOBHBIE COBeTHI 110 6e30nacHoi paboTe ¢ IIEKTPOHHOM OYTOM:

1. Hago Bbibpath npaBWIbHbIA NOYTOBbIA cepBuc. B HHrepuere ecrn
OrpOMHBI¥ BbIOOP GECIUIaTHBIX MOYTOBLIX CEPBMCOB, ONHAKO JIyYlle NOBEepPATH TeM,
KOTO 3Haellb M KTO NEepBblii B PEHTUHTE;

2. He ykaspiBait B JM4HOM mnoure uuHyilo uHbpOpmaipno. Hanpumep,
nyuure BeIGpaTh «My3biKanbHbM_(paHat@» wi «pok2013» pmecTo «remal3»;

3. Hcnoawsyit ABYXSTAMHYIO aBTOPU3ALMIO. JTO KOIAA IOMMMO Maposs
HYIKHO BBOAIMTH KOJ, MpUChiaeMbii no SMS;

4. Boibepu CnoxHbii nmaposb. s KaXAOro NOYTOBOrO AUIMKA AO/KEH
ObITb CBOM HAJIEKHBIH, YCTONYMBLIK K BIIOMY Napob,

5. Ecam ectb BO3MOXHOCTb HanMcaTb CamOMy CBOM JIMMHBIM BOMPOC,
UCTIONB3YH 3TY BO3MOXHOCTD;

6. Wcnonp3yit HECKONbKO TMOYTOBBIX sWMKOB. IlepBbiit AN 4acTHOM
MEePenmcKy € aApecaTamy, KOTOPbIM Thi jJOBepsieltb. ITO 3/IEKTPOHHBIN aapec He
HaJO0 MCTOMBb30BaTh NPY perucTpauyy Ha Gopymax 1 canuTax;

7. He orkpsiBai (ainbl M APYrHe BIOKEHMs B NMMCbMAaxX Aaxe ecau OHM
NPULLTH OT TBOMX Apyseit. Jlydiie yTOUHM y HMX, OTTIPAB/SUIM M OHM Tebe 3TH
(ainsl;

8. [Mocne okonwanua paboTbl Ha IMOYTOBOM CepBUCE Tepes 3aKpbITHEM
BKJIQJIK¥ C CaTOM He 3a0yas HaXaThb Ha «BeiiTu».

Ku JUIMHT WK B HOe u3eBarell

Kubepbyanmur —  npecsiefioBaHMe  COOOLIEHMAMM,  CONEpiKalyMi
ockopBieHus, arpeccuio, 3amyruBaHne; Xy/IMraHCcTBo; CoManbHOe BOMKOTHPOBAHME
C MOMOILBIO Pa3TMYHbIX WHTEPHET-CePBUCOB.

OcHOBHBIE cOBeTbI o 6opnbe ¢ KubepOy/MHroM:
I.  He 6pocaiica B 60i. JIyuumit Cnoco6: NOCOBETOBATBCA KaK cebst BeCTH H,
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ec/lM HeT TOro, K KOMY MOXXHO OOpaTuTbCs, TO BHayase ycrnokoutbcs. Ecam Tei
HayHellb OTBeYaTb OCKOpO/NeHMAMM HA OCKOpO/IeHMA, TO TONBKO ewe OBonbiue
pasoxoKelb KOHGAMKT;

2.  VYnpasnsai cBoei Kubeppenyraumei;

3.  AHOHMMHOCTb B ceT MHMMas. CylIeCTBYIOT Croco6bl BbIACHUTL, KTO
CTOUT 32 aHOHMMHBIM aKKayHTOM,

4. He crout BeCcTH XyAMTaHCKMiA oOpa3 BMPTYaIbHOM Xusuu. Mureprer
buKcHpyeT BCe TBOM NEACTBMS M COXpaHser ux. Yaamure ux Oyaer kpaitue
3aTPYAHMUTE/ILHO;

5. Benu cebs BexamBo;

6. WrHopupy# emuumuHbli HeratuB. OaHOpa3oBbie OCKOPOUTENbHbIE
coobienus nyuie urHopuposartb. OBLIYHO arpeccHs NPeKpaliaeTcs Ha HayaJbHO
CTalMH,;

7.  Ban arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMM COOBILEHUsAMK, B
COUMANBHBIX CeTAX eCTh BO3MOXHOCTb OJIOKMPOBKM OTNPaBKM COOOWIEHMIA C
onpeie/IeHHbIX aipecos;

8. Ecmm T cBuaerenb Kubepbyanuura. TBOM AeMCTBMA: BbICTYINWTL
POTHE NPeC/Ies0BaTes, MOKA3aTh €My, YTO ero JeiCTBUS OUEHUBAKOTCH HeraTMBHo,
NOANEPXKaTh JKePTBY, KOTOPOH HYXHa NCHXON0ornyecKas NOMOIb, COOBWMTS
B3pOC/IbIM O (PaKTe arpeCcCMBHOrO MNOBEAEHHUA B CETH.

MobuwibHbiH TesredoH

CoBpemenHbie cMapTdOHbI ¥ TIAHILETHI CONEPKAT B cebe BIOMHE B3POC/bI
GYHKUMOHAN, W Tenepb OHM MOTYT KOHKYPMPOBATb CO  CTAUMOHAPHBIMM
xommbioTepamy. OfIHAKO, CPEACTB 3aLUMTHI VIS NMOAOGHBIX YCTPOMCTB NOKA OYEeHb
mano, TecTupoBanue ¥ MOUCK YA3IBMMOCTEH B HUX MPOMCXOAMT HE TAK MHTEHCHBHO,
kak s [TK, To ke camoe KacaeTcsi M MOOGWIbHBIX NPUAOKEHMI.

CospemeHHbie MOOWIbHbIe Opay3ephb! Y)Ke NPaKTHYeCKH JOrHalM HaCTO/IbHbIE
aHAIOrM, OJIHAKO paciumperne GYHKUMOHA/IA BeyeT 3a cob0i BONBLIYIO CIOKHOCTE
¥ MEHBILYIO 3aUMUEHHOCTD.

Jlaneko He BCe NPOM3BOAMTENM BbIMYCKAIOT OOHOB/MEHMS, 3aKPbIBAKOLLIE
KPUTHYECKME YA3BUMOCTH A1 CBOMX YCTPOUCTB.

OCHOBHbIE COBETHI Jy1s Ge30nacHocTH MOGHIBLHOrO TeledoHa:

1. ; Byab OCTOpOXKeH, Belb KOraa Tede npeanaraior GecnnaTHbIM KOHTEHT, B
HEeM MOTYT ObiTh CKPbITb! KAKMe-TO IUIaTHbIe YCIYTH,

2. Jlymai, npexae uem ornpasute SMS, doro wim sBumeo. Thi TOUHO
3Haellb, e OHY BYIYT B KOHEYHOM uTore?
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3.  Heobxoaumo obHOBAATE ONEPAUMOHHYIO CUCTEMY TBOETO CMapTHOHa;

4.  Hcnoabsyit aHTUBMDYCHBIE NpOrpaMmbl ANt MOGMABHBIX TeNehOHOB;

5. He 3arpyxait npuiOXeHMS OT HEM3BECTHOrO MUCTOYHMKA, Beas OHM
MOTYT COAEP>KaTh BPeJIOHOCHOE NPOrpaMMHOe obecrieyeHse;

6. Tlocne TOro Kak Thl BeiiZeWws C caiiTa, rae BBOAMA JMYHYIO
UHPOPMaLMIO, 3aiaM B yac-rpoiixu 6paysepa u yaaam cookies;

7. Tlepuommuecku npoBepsiit Kakue mIaTHbie YCAYTH aKTUBMPOBaHL #a
TBOEM HOMepe;

8.  [laBaii cBOIf HOMEp MOBGWILHOIO TenediOHa TOMBKO JUOIAM, KOTOPBIX Thi
3Haelb ¥ KOMY ZOBepsels;

9.  Bluetooth no/mken GbiTh BHIKIIOYEH, KOTa TH UM He nonb3yewnscs. He
3abbIBaif MHOTAA NPOBEPATH 3T0.

DUIMHE WM KPaXa IMIHBIX JAHHbIX

CnaBnas uens ¢uumur - Buga MHTepHer-MoleHHNYecTBa, COCTONT B
NosyYeHNM KOHPUACHUMANLHBIX AaHHBIX NOMb30BATeNeH — JOrMHOB U naponen. Ha
aHrmickom A3bike phishing yuraercs kak ¢uwmmr (or fishing — pwibras nosas,
password — naposs). .

OcnoBHbIe coBeTsi 10 6opube ¢ duumHroMm: .

I.  Cnenu 3a cBomm akkayHTOM. EC/M Thl nOf03peBaeliib, YTO TBOSI AHKETd
Obi1a BINOMaHa, TO HEO6XOAMMO 3a6IOKMPOBATHL €6 U COOBLMTD agMMHUCTpaTOpam
pecypca 06 3TOM KaK MOXHO CKOpee;

2. Hcnonw3yit GesonacHbie BeG-CaiThbl, B TOM YMC/Ie, HHTEPHET- MAarasuHOB
M MOMCKOBBIX CHCTEM; ;

3.  Wcnosnbsyit cnoxubie u pasuble naponu. Takum obpasom, ecan Teds
B3/IOMAIOT, TO S3JOYMBILIEHHMKM MOYYaT AOCTYN TOMBKO K OJHOMY TBOEMY
npoduIIIO B CETH, a HE KO BCeM;

4. Ecm 71eba B3ntomanu, TO HEOGXOAMMO MNpPeRYTIPEAUTb BCEX CBOMX
3HAaKOMBIX, KOTOpbie J06aB/eHbl Y T€ds B APY3bAX, O TOM, YTO Tebs BI/OMany i1,
BO3MOXHO, OT TBOEro MmeHy OyIeT pacchliaThCst ClaM M CCbUIKM Ha QMIUMHIOBbE
CanThi;

5. Ycranosu Hagexsbii naposs (PLU) Ha Mo6unbHbiit Tenedon;

6.  Ortkmoun coxpaseHue napons B 6paysepe;

7. , He orxkpbiait Qainbl 1 Apyrue BAOKEHMA B NMUCBMAX Haxke €Cay OHM
NPUIIAKM OT TBOMX Apy3ei. Jlyuille yTOWHM y HMX, OTNPABASIM 7y OHM Tebe 37i
dainw,



